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IS CLAIMED IS: . 

1 /' F ° r use ^ n a W i re l^ss network comprising a plurality of 

2 base stations, each of said base stations capable of communicating 

3 with a plurality of mobile stations, a service provisioning system 

4 capable of provisioning a first one of said plurality of mobile 

5 stations comprising: / 

6 a database capable of storing a service provisioning file 

7 comprising a mobile station service /provisioning program in 
8U interpreted byte-code format; and / 

9 -2 a provisioning controller coupled to said database 

10 capable of receiving a notification indicating that said first 

11 ril mobile station is unprovisi^ned and further capable, in response to 

12 □ receipt of said notjct ication, of retrieving said service 

13 £3 provisioning file from said database and transmitting said service 

14 j |3 provisioning file Ao said first mobile station, wherein receipt of 

15 said service provisioning file is capable of causing said mobile 

16 station to execute said mobile station service provisioning program 

17 in said service provisioning file. 
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1 2. The service provisioning system as set forth in/Claim 1 

2 wherein said service provisioning file further/ comprises 

3 provisioning data used to configure said first mobile station to 

4 communicate with said wireless network. / 

1 3 . The service provisioning system/as set forth in Claim 1 

2 wherein said service provisioning file/further comprises a stale 

3 code generated by said provisioning controller, said stale code 

4 y indicating a time duration since said service provisioning file was 

5 !S « transmitted to said first mob/le station. 

1 ry 4. The service provisioning system as set forth in Claim 3 

2 O wherein said first mobale station transmits said stale code back to 

3 □ said provisioning/ controller and wherein said provisioning 

4 □ controller preyents said first mobile station from being 

5 provisioned if/ said time duration exceeds a predetermined maximum 

6 threshold. / 
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1 5. The service provisioning systep^as set forth in Claim 1 

2 further comprising a security apparatus capable of determining that 

3 said first mobile station is j^fiprovisioned and, in response to said 

4 determination, genera]>±ng and transmitting said notification to 

5 said provisioning controller. 




5% 
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1 6yr A mobile station capable of being provisioned/ from a 

2 wifeless network by ah over-the-air (OTA) service provisioning 

3 process, said mobile station comprising: / 

4 an RF transceiver capable of receiving^ and demodulating 

5 forward channel messages from said wireless/network and further 

6 capable of modulating and transmitting reverse channel messages to 

7 said wireless network; and / 

8 a main controller capable jbf. receiving said demodulated 

9 i.g forward channel messages from sai/a RF transceiver and extracting 

10 :Z therefrom a service provisioning file containing a mobile station 

11 \S\ service provisioning program in interpreted byte-code format, 

12 rjj wherein said main controller, in response to receipt of said 

13 ill service provisioning fi/e, is capable of interpreting and executing 

14 □ said mobile station /ervice provisioning program. 

1 7. The mobile station as set forth in Claim 6 wherein said 

2 service provisioning file further comprises provisioning data and 

3 wherein sa/d main controller uses said provisioning data to 

4 configure/ said mobile station to communicate with said wireless 

5 network/ 
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1 8. The mobile station as set forth in Claim 6 wheredn said 

2 service provisioning file further comprises a stale cod^ generated 

3 by a provisioning controller in said wireless network, said stale 

4 code indicating a time duration since said serylce provisioning 

5 file was transmitted to said mobile station. / 

1 9. The mobile station as set fortm in Claim 8 wherein said 

2 main controller transmits said stale code back to said provisioning 

3 Q controller and wherein said provisioning controller prevents said 

4 ..Z mobile station from being provisioned if said time duration exceeds 

5 i;f! a predetermined maximum threshold . 

! \\ / 

I k? / 

1Q 10. The mobile station as set forth in Claim 6 wherein said 

2 u mobile station service^ provisioning program comprises a graphical 

3U user interface (GUI )/ prog ram capable of interacting with a user of 

4 said first mobile/ station during said OTA service provisioning 

5 process. / 
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1 11 ./For use in a wireless network comprising a plurality of 

2 base/stations, each of the base stations capable of commini eating 

3 with a plurality of mobile stations, a method of na^ovisioning a 

4 first one of the plurality of mobile stations comprising the steps 

5 Of : / 

6 storing in a database a sery/ce provisioning file 

7 comprising a mobile station service /provisioning program in 

8 interpreted byte-code format; and / 

9 \2 determining whether tfefe first mobile station is 

10 provisioned; / 

11 iin in response to a determination that the mobile station in 

12 Til unprovisioned, retrieving /the service provisioning file from the 

13 □ database; / 

14 Q transmitting the service provisioning file to the first 

15 C3 mobile station, wherein receipt of the service provisioning file 

16 causes the mobile station to execute the mobile station service 

17 provisioning p/ogram in the service provisioning file. 
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1 12. The method as set forth in Claim 11 wherein the service 

2 provisioning file further comprises provisioning data/ used to 

3 configure the first mobile station to communicate with/the wireless 

4 network. / 

1 13. The method as set forth in Claim/11 further comprising 

2 the steps of generating a stale code ana transmitting the stale 

3 code to the first mobile station, the y^tale code indicating a time 

4 □ at which the service provisioning f i/le was transmitted to the first 

5 »» mobile station. / 

1 rtJ 14. The method as se£ forth in Claim 13 further comprising 

2 i;3 the steps of receiving f^om the first mobile station a copy of the 

3 □ stale code transmitted/back to the wireless network and determining 

4 □ a time duration sinc^e the service provisioning file was transmitted 

5 to the first mobi/e station. 
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1 15. The method as set forth in Clai^HTlf urther comprising 

2 the steps of determining if the time duration exceeds a 

3 predetermined maximum thre^Wold and preventing the first mobile 

4 station from being m?<5visioned if the time duration exceeds the 

5 predetermined m^imum threshold. 



S3 
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1 For use in a mobile station capable of communicat^ffi(| with 

2 a wireless network, a method of performing an over-th^-air (OTA) 

3 service provisioning of the mobile station from /the wireless 

4 network comprising the steps of: / 

5 receiving and demodulating forward channel messages from 

6 the wireless network; / 

7 extracting from the demodulated forward channel messages 

8 a service provisioning file containing /a mobile station service 
9 Q provisioning program in interpreted byte-code format; and 

10 -2 interpreting and executing the mobile station service 

11 uR provisioning program, wherein/ the mobile station service 
12 Ty provisioning program comprises' a graphical user interface (GUI) 
13 □ program capable of interacting with a user of the mobile station 

::E / 

14 U during the OTA service provisioning process. 

1 17. The method £s set forth in Claim 16 wherein the service 

2 provisioning file yrurther comprises provisioning data used to 

3 configure the first mobile station to communicate with the wireless 

4 network. / 
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1 18. The method as set forth in Claim 17 wherein the service 

2 provisioning file further comprises a stale code generated Jrfy the 

3 wireless network, the stale code indicating a time at/which the 

4 service provisioning file was transmitted to th^^ first mobile 

5 station. 

1 19. The method as set forth inXflaim 18 further comprising 

2 the step of transmitting the ^ale code back to the wireless 

3 Q network. 



1 ^ 20. The method/cis set forth in Claim 16 further comprising 

2 Til the step of deleting the service provisioning file from a memory in 
3Q the mobile station at an end of the service provisioning process. 
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